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Realtek Supply Chain Information Security Management Policy
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To ensure that suppliers of Realtek Semiconductor Corp. (hereinafter referred to as

“Realtek”) can properly protect Realtek's information assets and confidential

information during outsourcing or procurement activities, and to mitigate the impact

on information security and privacy protection caused by supply chain risks, Realtek

Supply Chain Information Security Management Policy (hereinafter referred to as "this

Policy") is established to serve as the fundamental principles and requirements for

supplier compliance.

~ EAREIE[RAI Basic Management Principles
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Suppliers shall establish an information security management mechanism

commensurate with their business scale and risks, covering at least the following

principles:

o HEREY: BEBEEEICZEMZZERBIRERBECK - BFRIIFFERE -
System Establishment: Possess documented policies, procedures, or operational
standards related to information security and privacy protection.

o SR . BKEEZABHENATEMLTEREKREEO -

Clear Responsibility: Assign appropriate personnel or units to be responsible for
information security management and serve as contact points.

o HENSE: iR EHEBREEMNZEEM UARBES  ZRIEBLE -
Continual Improvement: Regularly review and adjust information security
measures to respond to threats, regulations, or business changes.

- BIlZE2EHEK Information Security Management Requirements

1. EZHRFEAEH Security Norms and Controls
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Suppliers shall reference international standards such as ISO 27001 and TISAX to
formulate reasonable managerial, technical, and physical control measures to
protect Realtek's information processed or stored by them. This includes, but is

not limited to:

o TFHUEMRIEEAS D REKT



Access control and identity verification mechanisms.
0 ZMHRBILERTCHENEE
Security configuration and update management for systems and equipment.
o ERVIRT  BREFRRERT
Protection measures for data storage, transmission, and destruction.
1B 1ZEATEIZ L] Self-Assessment and Audit Mechanism
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Suppliers shall possess information security self-assessment or internal audit
mechanisms and, upon Realtek's reasonable request, shall:
o RMHMEILRE XY (WBERRHE - BZERNE =T8T )
Provide relevant supporting documents (e.g., policy summaries, assessment
results, or third-party certifications).
o MaMEFERETLEZEHNNXINES
Cooperate with Realtek to conduct necessary document reviews or
interview-based audits.
S Z 2 EAMBEIE Information Security Risk Management
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Suppliers shall identify and evaluate information security risks in their business
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activities that may affect Realtek and take appropriate risk mitigation measures,
including:
o SR LRERS P ERE R
Risks of interruption to critical systems or services.
o IMNEIERREEBEPATTE ZE R
Risks derived from outsourcing or sub-suppliers.
o ANEEY BLXSHIRBREHRERZIZE
Impacts caused by personnel changes, security incidents, or environmental

changes.

- BELEHERBEE Incident Notification and Response
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Suppliers shall establish a process for reporting and handling information security

incidents and must meet at least the following requirements:

1.
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Immediate Notification: Upon the occurrence or suspected occurrence of an
information security incident that may affect the information, systems, or

operations of Realtek, the supplier must actively notify Realtek within 24 hours.
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2. RHUSHEFERHE VT RANSRIZEEENT -
Incident Details: Provide the scope of impact, preliminary causes, and response
measures already taken.

3. EamESFERETERERE  N=EEhEmZHT -
Cooperation: Cooperate with Realtek in subsequent investigations and the

implementation of improvement and preventive measures.

- BEBIEKREIE Compliance and Violation Handling
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Suppliers shall comply with the requirements of this Policy and implement them in

relevant operations. If a supplier fails to follow this Policy, resulting in information

security risks or incidents, Realtek may take the following actions depending on the

severity of the situation:

1. ESKPREAZZ Require improvement within a specified deadline.

2. FABEESETIEY Adjust the scope or conditions of cooperation.

3. WBHYINTEREVEEEREE N Take corresponding measures as stipulated in

the contract.

EUERA85T Policy Review

mMEFERSRES  EXBRAEBEK - EHSAEIRRE BB ABER -

B HER AR S 8T -

Realtek may review and revise this Policy periodically or irregularly in response to laws,
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regulations, industry trends, and practical needs, and will notify relevant suppliers to

comply with the execution thereof.



