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CVE CVE-2025-49604
Title AmebaD WLAN driver defragment issue
Description In the WLAN driver defragment function, lack of
validation of the size of fragmented Wi-Fi frames may
lead to a heap-based buffer overflow.
Severity Medium
CVSSv3 AV:A/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H
Vulnerability Type Heap Buffer Overflow
CWE CWE-122 Heap-based Buffer Overflow
Affected Chipsets RTL8721D A
Affected Software Versions | 1. https://github.com/ batAloT/ameba-arduino-d
before version 3.1 %
2. https:// glthub co loT/ameba-rtos-d
before com
c2bfd82¢6@ 5f48f372ecea756d67a
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